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1) Unlock your locked out account
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3) Change your Password using current password
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1. Accessing KCST Self-Service Portal for the first time:

e Following is the link for KCST Self-service Portal.
e https://kestselfservice.kest.edu.kw/showLogin.cc

e You will receive the above link via Email from KCST ICT Department.
e Follow the link and you will be directed to KCST Self-service Portal.

(LC] =] KUWAIT COLLEGE OF SCIENCE & TECHNOLOGY

Private University Aol a __aol o

Sign in

User Mame: 1300000001

Password: ssssssss

Log on to: | KCST T

H *  Unlock Account 1.9 Reset Password M Change Password

Unlock your locked out account St Reset your forgotten password Change your password using current password

e Login with your KCST User name & Password to access Self Update & Enrollment Page.
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2. Enrollment using Security Questions and Answers

1. After logging in you will see a popup to enroll now, Press on “click here” button to go to “Enrollment” Tab

Welcome! This portal offers you the power of password self-service!

® Password self-service: Reset password yourself when you forget it! Don't wait for the helpdesk!
|_‘ ) & Self-service Account Unlock: Unlock the computer, when you are locked out of it.

= Self-service Directory Update: Update the changes in contact details yourself! And more..

Enroll now to enjoy these benefi

Crganization Chart

(G KUWAIT COLLEGEIOF SCIENCE & TECHNOLOGY
|t_—/} L:*'}-J'r-i;-”l-' a ,;”_ﬂh, 4 Welcome, r.contractor

Private University

My Info

Sign Out , Personalize + Search Employee /f_J

als il

[ Mobile Access | | (7) Help.|

User Registration

The information you provide here will be used to authenticate you when you atteampt to reset your password ar unlock your account.

Security Questions | ‘erification Code | Mabile Authenticatar

2. Select Security Questions from the list and answer them

Register Your Security Question & Answer

Question: | ------- Please Select a Question------- v |
——————— Please Select a Question-------

What is the name of your favourite cousin ?
The country you always dreamt of vacationing in ?
What is your favourite colour ?

Question: Who is your childhood hero ?

What is the first name of your eldest nephew/ niece ?

When is your parents” wedding anniversary ?

What was your favourite cartoon character during your childhood ?
What is the first name of your maternal grandmother ?

What is your mother’s maiden name ?

What was the name of your elementary / primary school ?

3. Once you have answered the security questions, hit ‘Update’ button.
You will now get a message stating that your enrolment process was successful.
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3. Enrollment using Verification Code

1. Inthe "Enrollment" tab.
2. Select the "Verification Code" tab.

&2

Lﬁ KUMWAIT COLLEGE OF SCIENCE & TECHNOLOGY o
E/ [FEN L | [P P | [T o - L ""!EIE':'mEr _ Crganization Cart
Sign Out , Personalize ! + Search Employee ;__,;
Private University ala i _sils

My Info Change Password f Enrollment | E Mahbile Arcess | (:;?_':l Help |

User Registration

The information you provide here will be used to authenticate you when you atternpt to reset your password or unlock your account.

Security Questions Werification Code Mobile Authenticator

3. Enter your Mobile Number

Register Your Mobile Number(s)

X [#

Update

4. Once you have entered mobile number, hit ‘Update’ button.

You will now get a message stating that your enrolment process was successful and you can proceed to Self-Update Personal Information.

Tutorial For KCST Self-service Portal KCST I.T. Dept. Version 1.0
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4. Self-Update Your Personal Information

e C(Click on My Info Tab. Here You can provide your details for self-update.

q KUWAIT COLLEGEOF SCIENCE & TECHNOLOGY o 3
Ly Sl 2y LallCyg Slla_s Welcome, Crganization Chart
s - 35 Sign Out , Personalize ! + Search Employes

Private Llrnemty ol sl B
Change Password Enrollment E Mobile Access | (’_@' Help |

Self Update

Update your personal information, such as contact details, in this page.

B &

* Mandatory
General
Diescription : Telephone Mumber : | |
‘Wab Page : | |
Office & | |
Contact
Home Phone : | | Fax : | |
Pager : | | 1P Phone : | |
# Maobile : | |
Address
Strest : ‘ | State : | |
Zip | |
PO Box : | |
City + | |
Update

e Mobile Number is Mandatory Field and it cannot be left blank.

Press the update button to update your personal information.
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5. logon into Self Service portal.

Any of the following methods can be used to logon into Self Service portal.

e \Web-based access of KCST Self-service Portal

Launch from Windows logon prompt of your own computer
e Access using Mobile Apps

o i0S App

o Android App

o Mobile WebApp

5.1 Web-based access of KCST Self-service Portal

Open up a browser (You can use Internet Explorer, Mozilla Firefox, Chrome and more )
Type the URL “https://kcstselfservice.kcst.edu.kw”.
e Logon using your domain credentials.

5.2 Launch from Windows logon prompt of your own computer

Windows 8

Other user

User name

Password

Slgn in to: AD36O Administrator

sam x. xavier

Other user

Reset Password /
Unlock Account

»

AD360\administrato

Windows 10

Administrator

Tutorial For KCST Self-service Portal KCST I.T. Dept. Version 1.0
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5.3 Access using Mobile Apps

You can download ADSelfService Plus native app for iPhone as well as for Android Phone.
5.3.1 iOS App
You can reset your password and unlock your account using your iPhone without depending on other users' computers.

Download and install the app using the QR code given below or from the app store. Once installed, open the app and start managing your passwords on the go.

ManageEngine
ADSelfService Plus

Password Reset

+ | Account Unbock

Accessing ADSelfService Plus from iPhone Scan this QR code to download the iPhone app
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&)
5.3.2 Android App

ADselfService Plus has a native app for Android users too. The app has the same features as its iOS counterpart and can be installed on mobile devices running on the
Android platform.

Download and install the app using the QR code given below or from the Play store.

ManageEngine
ADSelfService Plus

Password Reset

+ | Account Unbock

Accessing ADSelfService Plus from Android Scan this QR code to download the Android app
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wer
l:/j |
Setting up the iOS and Android Apps
COLLEGEQF SCIENCE & TECHNOLOGY

JAIT (O
syl ppsd ol

/ .‘./i'
ADSelfService Plus mobile app can be configured in two ways: l\_L/j ke

1. Manual configuration o’/ Private University ol als
2. Configuration via QR code

Manual configuration:

To manually configure their ADSelfService Plus mobile app, perform the following actions:

assword Reset

e Open ADSelfService Plus mobile app
e Tap Server Settings

¢ Input Server name “kcstselfserviceservice.kcst.edu.kw” -1 Account Unlock
e Enter Port number “443”

e Enable HTTPS for a secure connection
e Tap Save.

Server Settings >

Configuration via QR code:
To automatically configure the ADSelfService Plus mobile app via QR code, follow the steps listed below:

e Open web browser and login to self-service portal.

e Click Mobile Access button on the top right corner of web page.

e Open ADSelfService Plus mobile app in your mobile

e Tap Server Settings, then click scan QR code at bottom of your mobile screen

e Scanthe QR code provided in the pop up to automatically input server settings in the mobile app.

K KUWAIT COLLEGE OF SCIENCE & TECHNOLOGY
I\_/rj L:-_;,_Jj._f;'h_,:-._mﬂt.-ag_i”m Welcome, r.contractor Crganization Chart
pul - — __ Sign Out, Personalize - Search Employse

=+ Private University el b b aals

D Mabile Access

My Info Change Password w

User Registration

The information you provide here will be used to authenticate you when you attempt to reset your password or unlock your account.
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e Once the configuration is done, you have to provide username and password to login to mobile app.

e After logging in you will be directed to change password screen.
e You can click on top left icon of your screen to access Enrolment screen.

0 Change Password

Enrolment v ﬂ El

Mobile Auth

Enrolment

Sign Out

You have already enrolled! If you desire,
you can change your enrolment information here

Push Notification Authentication
Fingerprint Authentication

TOTP Authentication

In Enrolment page, click on mobile authenticator (Last) Tab and enable all the desired options

Push Notification (At the time of Password reset or unlock account, it will provide you a notification in your mobile. just click on it to authenticate)
Fingerprint (At the time of Password reset or unlock account, it will ask you to provide your finger print to authenticate)

TOTP (At the time of Password reset or unlock account, it will provide you Temporary One Time Password by SMS to authenticate)

Tutorial For KCST Self-service Portal KCST I.T. Dept. Version 1.0 Page 11 of 20
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5.3.3 Mobile Web-App

You can also access the self-service portal directly from the browser of your smartphone and tablet running on any mobile platform including Android, iOS and Windows
Mobile.

e Open a web browser from your mobile device.

e Type the URL “https://kcstselfservice.kest.edu.kw”

218 PM

« C S http//adssp:B888&/m <r 4

ivianageEngin‘e\‘)
ADSelfService Plus

s Password Reset

+ | Account Unlock

The following functionalities are supported by the mobile apps:

e Reset Password
e Unlock Account
e Change Password

Tutorial For KCST Self-service Portal KCST I.T. Dept. Version 1.0 Page 12 of 20
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6. How to reset your forgotten password?

e Visit “https://kcstselfservice.kest.edu.kw/”

Sign in

User Name:

Password:

Log on to: | KCST

o]

ﬁ i Unlock Account 49 Reset Password
Unlock your locked out account Raset your forgotien password

R Change Password
Change your passwerd using current password

e C(Click on the Reset Password button.

e You will now be asked to provide your User Name.

E)

2

Reset Your Password

Please provide your user name and domain name.

Domain Usar Nama "J,hn

" (Exampla 2 John)

Demain Name | my domain

|

=

e Once you had given your User Name you will then be directed to authenticate yourselves.

Tutorial For KCST Self-service Portal

KCST I.T. Dept. Version 1.0
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rﬂ-\ N
Time left for this operation : 04:432

ﬁ Select one of the option below to prove your identity

| ¥ | This process ensures that it is indeed "you" that we are talking with

@ (®) Use my security answer to verify my identity

ﬂ ) send verification code to my

Mobile |60763512 v

m () Push Notification Verification

() Fingerprint Verification

g () Time-based One-time Password(TOTP) Verification

e Select one of the option from above and click continue.

Tutorial For KCST Self-service Portal KCST I.T. Dept. Version 1.0 Page 14 of 20



6.1 Unlocking your account via Security Question(s) method:
Answer to the Security Question(s) just like you did during enrollment phase. This proves that it is indeed you who is requesting for account unlock.

[ ]
ADSelfService Plus will then let you to unlock your account. NOTE: You have a time limit of 5 minutes to complete this process.

MY Security Questions
| ¥

Plaass answar the following question(s) a2 per your snrollment profils ko unlock your accaunt

Answar the below guestion{s)

Qual What is your favourite colour ?

Ans: ||uv|u |

Qua: Wha is your childhood hero 7

AnE!

[ | e

6.2 Unlocking your account via ‘Verification Code’ method:
Provide the verification code sent to your email address or mobile number. The verification code is an 8-digit number which will authenticate you for the account

unlock process. NOTE: You have a time limit of 5 minutes to complete this process.

Time left for this operation : 04:46 @

3" Enter Verification Code

& A verification code ensures that it is indeed "you" that we are talking with

Please check your email / mobile phone

A verification code has been dispatched to your email / mobile phone, depending on your choice. Please check.

Once you receive the code, enter it in the textbox given below:

Verification Code : [****+%] ‘

Type the characters you see in the picture below.

9¥Krog

Cancel

6.3 Push Notification, FingerPrint & TOTP are used for authentication via mobile phone. (See Page 11 for Details)
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7. How to unlock your locked-down account?

e Visit “https://kcstselfservice.kest.edu.kw/”

Sign in

User Name:

Password:
Log on to: | KCST v
H q Unlock Account Zi Reset Password m Change Password
Unlock your locked out account Reset your forgotten password Change your passwerd using current password

e Click on the ‘Unlock Account’ button. You will now be asked to provide your User Name.

™ Unlock Your Account

| i | Please provide your user name and domain name.

Pomain Usar Hame |[35pn [|iexample = 32hn)

Domain Name | my domain |

o=

e Once you had given your User Name you will then be directed to confirm your authentication.
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rﬂ-\ N
Time left for this operation : 04:432

ﬁ Select one of the option below to prove your identity

| ¥ | This process ensures that it is indeed "you" that we are talking with

@ (®) Use my security answer to verify my identity

ﬂ ) send verification code to my

Mobile |60763512 v

m () Push Notification Verification

() Fingerprint Verification

g () Time-based One-time Password(TOTP) Verification

e Select one of the option from above and click continue.
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7.1 Unlocking your account via Security Question(s) method:
Answer to the Security Question(s) just like you did during enrollment phase. This proves that it is indeed you who is requesting for account unlock.

[ ]
ADSelfService Plus will then let you to unlock your account. NOTE: You have a time limit of 5 minutes to complete this process.

MY Security Questions
| ¥

Plaass answar the following question(s) a2 per your snrollment profils ko unlock your accaunt

Answar the below guestion{s)

Qual What is your favourite colour ?

Ans: ||uv|u |

Qua: Wha is your childhood hero 7

AnE!

[ | e

7.2 Unlocking your account via ‘Verification Code’ method:
Provide the verification code sent to your email address or mobile number. The verification code is an 8-digit number which will authenticate you for the account

unlock process. NOTE: You have a time limit of 5 minutes to complete this process.

Time left for this operation : 04:46 @

3" Enter Verification Code

& A verification code ensures that it is indeed "you" that we are talking with

Please check your email / mobile phone

A verification code has been dispatched to your email / mobile phone, depending on your choice. Please check.

Once you receive the code, enter it in the textbox given below:

Verification Code : [****+%] ‘

Type the characters you see in the picture below.

9¥Krog

Cancel

7.3 Push Notification, FingerPrint & TOTP are used for authentication via mobile phone. (See Page 11 for Details)
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8. How to Change Password of your account?

e To Change password of your account you will have to login first, provide user name and current password, then click Login

Sign in

User Name:

Password:

Log on to: | KCST v

H * Unlock Account J,r? Reset Password & Change Password

Unlock your locked out account L= Reset your forgotten password Change your password using current password

e Navigate to the ‘Change Password’ tab.

(; KUWAIT COLLEGEOF SCIENCE & TECHNOLOGY

I(_ﬁ L*-"'SJ Salg |,,||‘;_~.!9i||,.; |¢ Welcome, r.contractor Croganization Chart
_ - — Sign Qut , Personalize ! - Search Employes ;:_.
Private University alid_asls

My Info Enrcllment E Mobile Access | 'i:i:' Help |

e Provide your old password in the Old Password field.
e Provide your new password in the New Password field and Confirm New Password field.
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Change Password

Change your current domain password.

Domain Password Policy Reguirements

The minimum password age is 1 days
The maximum password age is 90 days
The minimum password length is 7

Mo. of Passwords Remembered is 2

The password complexity property is Enabled

Old Password : |

Mew Password @ |

Confirm Mew Password : |

Change Password

Cancel

e Click Change Password.
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